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OVERVIEW OF SAFEGUARDS EFFORT

mem |
DDCI TASKING TO DEVELOP MINIMUM COMPUTER
SECURITY STANDARﬁS TO,BE “COMMUNITY
COORDINATED"; CONSIDER USING DOD CSEC CRITERIA

D/ICS PROPOSED APPROACH FOR DEVELOPMENT OF
SECURITY SAFEGUARDS TO BE MANDATORY FOR
CRITICAL SYSTEMS; VOLUNTARY FOR ALL OTHER IC
SYSTEMS FOR A TRANSITIONAL PERIOD

COMPUSEC SAFEGUARDS WORKING GROUP DEVELOPED
"DRAFT" SET OF 41 SAFEGUARDS USING DOD
COMPUTER SECURITY EVALUATION CENTER'S
CRITERIA FOR .21 OF THE SAFEGUARDS; OTHER
SAFEGUARDS DEVELOPED TO ADDRESS PROBLEMS
NOTED IN THE PAST YEAR

IDENTIFICATION OF THE 13 “CRITICAL SYSTEMS" BY
NFIB PRINCIPALS
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" OVERVIEW OF SAFEGUARDS EFFORT
(CONTINUED)

1TEM . DATE
® INITIAL REVIEW OF CURRENT SECURITY FEATURES OF NOV-DEC 1983 ‘
9 CRITICAL SYSTEMS AND MADE ESTIMATES OF RESOURCES
REQUIRED TO COMPLY WITH. 41 SAFEGUARDS WITHIN
THE FY 85-86 TIMEFRAME (FY 85 BUDGET AND FY 86
" PROGRAM GUIDANCE)

@ DETAILED REVIEW OF 5 SYSTEMS BY SELECT . ‘ JAN-FEB 1984
~ TEAM OF DOD COMPUTER SECURITY EVALUATION CENTER
EXPERTS (NO INFORMATION ON NSA'S SYSTEMS)

© DETAILED REVIEW OF 4 DOD SYSTEMS BY DIA COMPUTER MARCH 1984
SECURITY SPECIALISTS - '

® PROPOSED REVIEW AND REFINEMENT OF SAFEGUARDS TO MAY 1§84
BE PROMULGATED BY DDCI AS A SUPPLEMENT TO DCID 1/16 ‘
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OVERVIEW OF SAFEGUARDS EFFORT
(CONTINUED)

' PROPOSED COMPLETION DATE FOR NEW SECDEF INITIATIVE JULY 1984
(DATED JAN 83) "TO UNDERTAKE AN EXTENSIVE REVIEW
OF THE POLICIES, ORGANIZATIONAL ARRANGEMENTS, AND
PROGRAMMATIC ASPECTS INVOLVED IN AUTOMATED INFORMATION
SYSTEMS SECURITY AND TO MAKE RECOMMENDATIONS FOR CHANGES
IN SUCH AREAS TO ENSURE THAT SECURITY MEASURES KEEP PACE
" WITH EXPANSION OF SUCH SYSTEMS IN DOD . . . (FOR) THE
LATE 1980S AND BEYOND

- DEVELOP . . . A PROPOSED STANDARD QUESTIONNAIRE MARbH 1984
FOR CONDUCT OF A BASELINE DOD COMPUTER SECURITY
SURVEY TO ASSESS THE CURRENT AND PROJECTED SECURITY
POSTURE OF AUTOMATED INFORMATION SYSTEMS
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'RESPONSIBLE ORGANIZATIONS

0 USD (P)

8 USD (R&E)
- IN COLLABORATION WITH
THE DIRECTOR NSA

DIRECTOR NSA
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